
Research Security 
and the changing 
regulatory landscape.
K E V I N  R .  G A M A C H E ,  P H . D .

A S S O C I AT E  V I C E  C H A N C E L L O R  A N D
C H I E F  R E S E A R C H  S E C U R I T Y  O F F I C E R



Vice Chancellor 
for Research

Office of Research
--

Research Security 
Office (RSO) 

SYSTEM RSO PORTFOLIO

Classified Program Management
◦ NISP participant since 1974. 

◦ DoD and DoE secure space. 

◦ Insider Threat Program.

Controlled Unclassified Information (CUI) in Research Management
◦ Secure computing resources.

◦ SME member assistance.



We support all 
A&M System 

Principal 
Investigators.

SYSTEM RSO PORTFOLIO

• Federal Intelligence Community Interface

• Export Control Program Management and Undue Foreign Influence
o SME member assistance and operations, System member oversight 

and investigations, and System Offices management. 
o Reach back services.

• Priority Protection Efforts
o University Consortium for Applied Hypersonics
o Bush Combat and Development Complex
o Texas A&M Semiconductor Institute
o Texas A&M Innovation



The growing 
research security 

trend.

CHANGING LANDSCAPE

• NSPM-33 (2021)

• Chips and Science Act (2022)

• System Regulation 15.05.04 (2022)

• Texas Senate Bill 1565 (2023)

• Texas Executive Order GA-48 (2024)

• Department of Energy (2025)

• Texas House Bill 127 (2025)

• National Science Foundation (2025)

• National Institutes of Health (2026; rescinded)



SYSTEM GLOBAL ENGAGEMENT
System Regulation 15.05.04

Protecting the integrity of member research and 
educational programs from undue foreign influence. 

• SYSTEM REGULATION 15.05.04
     High Risk Global Engagement and 
     High Risk International Collaborations

• System-wide Compliance Program Review (2022)
• Created a new pro-active review process

• System member vetting procedures needed significant 
improvement.

• Risk not mitigated solely by conducting restricted party screenings.
• Implement System Regulation 15.05.04 requiring elevated 

research security risk review, consideration, and approval. 



SYSTEM GLOBAL ENGAGEMENT

Encouraging Global Engagement 
and Open Science High Risk Global Engagements Export Control Compliance Conflict of Commitment 

Disclosure

The regulation encourages 
employees to establish global 

engagements that foster mutually 
beneficial scientific inquiry, 

cultural exchange, and 
educational opportunities. 

The regulation defines and 
addresses high-risk global 

engagements, which may pose 
risks to national security, 

intellectual property, or research 
integrity. 

. 

The regulation emphasizes the 
importance of complying with U.S. 

export control laws and 
regulations when engaging in 
international collaborations. 

The regulation mandates 
disclosure of any malign foreign 
financial interests or affiliations 

that may create conflicts of 
commitment in global 

engagements.

System Regulation 15.05.04

“The system is committed to protecting the integrity of member research and educational programs, including the interests of all 
involved in contractual relationships  and international collaborations – research sponsors, the system, system employees, and 

international collaborators. Research relationships that promote equitable collaborations invigorate fundamental scientific inquiry, 
cultural, and educational opportunities and are fundamental to our processes.”

Commitment to fundamental science and global collaboration 
… while also ensuring reciprocity 



• Malign Recruitment Program Participation
• Employees cannot participate in Malign Foreign Talent Recruitment Programs to safeguard research integrity and 

prevent undue influence.

• Confucius Institutes
• Contracts or agreements with Confucius Institutes are disallowed to reduce risks of covert foreign influence 

within the system.

• Gifts and Travel
• Employees must not accept gifts or travel professionally to 'Countries of Concern.’

• Engagements with Certain Entities
• Section 1286 List of the National Defense Authorization Act.

General Prohibitions

SYSTEM GLOBAL ENGAGEMENT
System Regulation 15.05.04



SYSTEM-WIDE COMPLIANCE REVIEW
System Regulation 15.05.04 Key Components

Employee 
Disclosure

System 
Member 
Review 

System 
Member 

Empowered 
Official 
Review

System 
RSO

System 
OGC

System 
VCR

Review and Approval Process



HB 127: Education Code 51.956

Higher Education Research Security Council (HERSC)
◦ Established to enhance research security in Texas. 
◦ Up to 17 members; 8 voting.
◦ Texas A&M System* – initial presiding officer 
◦ UT System*
◦ UNT System*
◦ TTU System*
◦ TX State System*
◦ UH System*
◦ TWU System
◦ Texas Southern University

◦ Baylor, SMU, and Rice all allowed to participate as non-voting members. All elected to participate.
◦ Before October 1, 2025: Members appointed
◦ Before January 1, 2026: HERSC First Meeting

*BoR can appoint one additional non-voting member if they oversee a medical school.



HB 127: Education Code 51B

Research Security Office
◦ Each institution shall establish a research security office. This can be system-

wide or per institution.

◦ The RSO shall review the materials submitted in the screening of foreign 
researchers, verify the information, and take any additional action the office 
deems necessary.

◦ If the RSO deems someone unfit for employment at the institution, the RSO shall 
report the identity of the person to any law enforcement agency designated by 
the Governor or the institution’s governing board.

Foreign Adversary Education Software 
◦ The HERSC and THECB shall review the use of education software owned or controlled by a 

foreign adversary or company domiciled or headquartered in a foreign adversary.

◦ A list must be published on the THECB’s website of prohibited software.

◦ Institutions may not enter into or renew contracts with entities on the published list.



HB 127: Education Code 51B

Gifts from Foreign Adversaries (HERSC Deferred)
◦ Institutions or employees may not knowingly accept gifts directly or 

indirectly from a foreign adversary unless the gift is of de minimis 
value as set by the THECB in consultation with the HERSC

◦ Institution may accept a gift of more than de minimis value from an 
individual citizen of a foreign adversary so long as vetted and 
approved through procedures set forth by the HERSC. 
◦ Over $25k must be approved by CEOs and disclosed to the HERSC. 

◦ Department of Education Section 117 Reporting must also be 
reported to the THECB. 

◦ Institutions must investigate violations.



HB 127: Education Code 51B

Academic Partnerships (HERSC Deferred)
◦ Institutions may not participate in academic partnerships with entities controlled by 

foreign source of a foreign adversary that: 

◦ Constrain the institution’s freedom of contract, direct/influence the institution’s values 
or curriculum, or promote an agenda detrimental to the State, the US, or citizens

◦ HERSC shall establish best practices for entering into academic partnerships with foreign 
sources of a foreign adversary.

◦ Institutions must submit compliance or noncompliance with best practices to the HERSC.

Recognized student organizations may not accept a gift from or enter into a contract with a 
foreign source of a foreign adversary. (Active now)

◦ Each organization must annually certify compliance. 

◦ Member dues are not considered a “gift.” 

◦ Should an organization be found in violation of this section, the institution may no 
longer recognize the organization nor provide financial support.



HB 127: Education Code 51B

Screening of Foreign Researchers (HERSC Deferred)
◦ Institutions are required to screen foreign researchers before employing them and 

allowing access to sensitive information/data.

◦ Researchers that are required to be screened are those who are citizens of a foreign 
country and not a lawful permanent resident or someone who is affiliated with an 
institution or has at least one year of employment/training in a foreign adversary.

◦ The HERSC may establish a framework for screening of persons under this subchapter 
and may prescribe low-risk circumstances under which the screening may be waived. 
◦ A background check is required as part of the screening process.

◦ An institution may waive the screening for someone who has an active security 
clearance issued by a federal agency.

Employment: Required Materials (HERSC Deferred)
◦ A person required to be screened must provide: 

◦ A copy of their passport and nonimmigrant visa application, if they are a citizen of a 
foreign country.

◦ Any additional information as determined by the HERSC.



HB 127: Education Code 51B
Foreign Travel (Active Now)
◦ Each institution shall establish an international travel approval and monitoring program which 

must include: 

◦ Establishing a risk-based framework for employment-related foreign travel.

◦ The RSO must preapprove certain employment-related foreign travel according to the established 
framework and must require the employee to review and acknowledge guidance related to foreign 
adversaries, countries under sanctions, and other restrictions by the State or the US government.

◦ A traveling employee must agree to comply with institutional policies and all applicable federal 
laws.

 
◦ Records on foreign travel must be maintained by the institution for at least three years and must 

include (faculty, researcher, or research department staff member): 
◦ Each request and approval.
◦ Expense reimbursed by the institution.
◦ Payments and honoraria received during the travel.
◦ A statement of purpose for each visit.
◦ Any other applicable records.

◦ Each year, an institution shall submit a report on foreign travel to the institution’s governing board. 



Questions.
K E V I N  R .  G A M A C H E ,  P H . D .
K R G A M A C H E @ TA M U S . E D U

L A U R E N  S C H R O E D E R
C L S C H R O E D E R @ TA M U S . E D U
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