
DATA USE AGREEMENTS



DEFINITIONS 

• Data- As used in relation to research 
agreements, Data may include conf idential, 
protected, research project results, or restricted 
use information. Examples include records from 
governmental agencies or corporations, student 
records information, and human research 
subjects’ data including PHI (Protected Health 
Information) and PII (Personally Identif iable 
Information)



DEFINITIONS
PHI stands for Protected Health Information. 
It refers to any individually identifiable 
health information that is created, received, 
maintained, or transmitted by a "covered 
entity" under the Health Insurance 
Portability and Accountability Act (HIPAA). 



DEFINITIONS
PHI includes:

Medical records

Health insurance information

Demographic data (e.g., name, address, bir th date)

Genetic information

Payment information re lated to healthcare 

HIPAA protects PHI by establ ishing standards for i ts use and 
disclosure. It ensures that individuals have control  over 
their medical information and that i t  is handled 
conf idential ly. 



DEFINITIONS
PII, or Personally Identif iable Information, is any 
data that can be used to identify a specif ic individual, 
either on its own or when combined with other 
information. Examples of PII include names, 
addresses, Social Security numbers, driver's l icense 
numbers, and biometric data l ike f ingerprints or facial 
images. This information must be protected to 
prevent harm, embarrassment, or unfairness to 
individuals.



DEFINITIONS
W h a t  C o n s t i t u t e s  P I I

D i r e c t  I d e n t i f i e r s :

I n f o r m a t i o n  t h a t  d i r e c t l y  i d e n t i f i e s  a n  i n d i v i d u a l ,  s u c h  a s  a  f u l l  n a m e ,  S o c i a l  S e c u r i t y  
n u m b e r ,  o r  p a s s p o r t  n u m b e r .  

I n d i r e c t  o r  Q u a s i - I d e n t i f i e r s :

I n f o r m a t i o n  t h a t ,  o n  i t s  o w n ,  m i g h t  n o t  i d e n t i f y  s o m e o n e  b u t  c a n  b e  l i n k e d  w i t h  o t h e r  d a t a  
t o  t r a c e  a n  i n d i v i d u a l ' s  i d e n t i t y .  E x a m p l e s  i n c l u d e :  

D a t e  o f  b i r t h  

P l a c e  o f  b i r t h  

R a c e  

G e o g r a p h i c  i n d i c a t o r s  

E m p l o y m e n t  i n f o r m a t i o n  



PURPOSE OF AGREEMENTS
There are two primary reasons for ut i l iz ing a Data Use /Transfer 
Agreement

• Data Use – Creating an agreement between “Data User” 
(person or organization ut i l iz ing data) and the “Data 
Owner/Provider (the person or organization providing the 
data) that wi l l  include the provisions associated with the 
sharing of def ined Data. 

• Data Transfer – Creating an agreement to transfer data 
from “Data Owner” (person /organization that owns data) 
to another organization. The data is transferred in i ts 
ent irety, including ownership, to the Data User as 
opposed to the al lowance of access to the data set.  

o Data Purchases – please note that there are instances 
where data and data use may be purchased under a data 
purchase agreement. In these cases, the agreement may 
require review as a procurement. 



PURPOSE OF AGREEMENTS
• DTUAs address important issues such as limitations on use

of the data, l iabi l ity for harm arising from the use of the
data, publ ication, and privacy rights that are associated
with transfers of conf idential or protected data. The DTUA
also assures that Data Users are using the data in
accordance with appl icable law (e .g. HIPAA, FERPA) and
prevents the inappropriate use of protected or conf idential
data that could cause harm to the investigator, the
University, or individuals whose data is part of the data
set.

• When is a DTUA required – A Data Use Agreement is
required when any data is exchanged which is not de-
identif ied. This may include Protected Health Information
or Personal ly Identif iable Information.

http://www.hhs.gov/ocr/privacy/hipaa/administrative/privacyrule/
http://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html


INFORMATION REQUESTED FOR AND 
INCLUDED IN DATA TRANSFER OR USE 
AGREEMENTS:

• What data wi l l  be re leased or shared

• Who has ownership of the data

• What, i f  any, identi f iers wi l l  be included

• The purposes for which the data may be used

• With whom, i f  anyone, the data may be shared

• Data security and safeguards

• To whom violations of the agreement should be reported

• The term of the agreement

• The disposit ion of the data at the end of the agreement



COMPLIANCE OFFICE 
ENGAGEMENT

• Institutional Review Board – engaged when the data
includes human subjects’ data.

• Privacy – engaged when the data includes restricted
data, such as Protected Health Information (PHI) and
some Personal ly Identif iable Information (PII) .

• Information Technology (IT) – IT may be asked for
review and provide assistance when certain sof tware,
hardware, encryption, dissemination, or storage
requirements are identif ied in the agreement.



FEDERAL DEMONSTRATION PARTNERSHIP

TAMU utilizes the FDP (Federal Demonstration Partnership) Data 
Transfer and Use Agreement for sending data to outside 
organizations.  The FDP Template can be used for different 
types of data transfer.  Once you select the type of data to be 
transferred the requirements are automatically entered into the 
form.





Data Use Agreement

Any Data Transfer/Use Agreements received by outside organizations should be 
reviewed and approved by Sponsored Research Services Unfunded Negotiations 
Team or TAMU Contract Administration if data is being purchased.



CONTACT INFORMATION

Send Data Use Agreements for review 
and approval to
negotiations@tamu.edu

For any questions contact Heather 
Maass
hmaass@tamu.edu

mailto:negotiations@tamu.edu
mailto:Hmaass@tamu.edu
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